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Overview

Within the 3GPP Technical Specification Group Service and System Aspects (TSG SA), the main objectives of 3GPP TSG SA WG3 (SA3) includes defining the requirements and specifying the architectures and protocols for security and privacy in 3GPP systems. SA3 also ensures the availability of cryptographic algorithms which need to be part of the specifications. Within SA3, the subworking group SA3-LI provides the requirements and specifications for lawful interception in 3GPP systems.
SA3 is currently responsible for security in the 5G System including the 3GPP enhancements for IoT and vertical industries. Furthermore, since the introduction of the 5G System, SA3 has been developing the security requirements and test cases for network equipment implementing any of the new 5G Network Functions.
Scope of Responsibilities
The 3GPP TSG SA WG3 has the overall responsibility for security and privacy in 3GPP systems. The WG will perform analysis of potential threats to these systems. Based on the threat analysis, the WG will determine the security and privacy requirements for 3GPP systems and specify the security architectures and protocols. The WG will ensure the availability of any cryptographic algorithms which need to be part of the specifications. The WG will accommodate, as far as is practicable, any regional regulatory variations in security objectives and priorities for 3GPP partners. The WG will further accommodate, as far as is practicable, regional regulatory requirements that are related to the processing of personal data and privacy.

The subworking group SA WG3-LI will detail the requirements for lawful interception in 3GPP systems, and produce all specifications needed to meet those requirements. This work shall be performed in conjunction with the regional standards bodies.

Annex (informative):
SA3 is responsible for the development of the Security Assurance Specifications (SCAS). A SCAS defines the security requirements and test cases for network equipment implementing one or more 3GPP Network Functions. SCASes are the main inputs to the Network Equipment Security Assurance Scheme (NESAS), jointly defined by 3GPP and GSMA. 

SA3 collaborates with ETSI SAGE for the development of the cryptographic algorithms and primitives used in 3GPP specifications.

SA3 is responsible for handling the submissions to the 3GPP CVD program.
The following is what will be shown in the group webpage and is included only for illustration.
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The latest terms of reference were approved at SA#90-e in document SP-20abcd.

